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Executive Summary

Mobile has become a cornerstone of the global economy; use of mobile applications continues to
grow rapidly. The concept of there being an app for everything has only moved further away from
being a joke, and closer towards becoming a redlibyvadays, mobile applications has is being
integrated in every business process due to its mobility and efficiency. However, security when it
comes to mobile application is still under processl is still relatively new in the world of
information securityand everyday mobile applications are lgeiracked by people and vital and
crucialinformation are being stolewithout the company noticing it until it is too late

Due to this, the grouphose mobile application as our machine project to scan and fix some
vulnerabilities that are risky and crucidlhe grogp must pick one project from the team membéers
previous pbl projects artie group chose LTW Marketing created by one of the team members.
The LTW Marketing application is app that could simplify the workload of the LTW Marketing

by featuring monitoring system onto different transactions done by the said comparmelp

both the custmers of LTW Marketing and its suppliers.

The group will use Kuiwan as owulnerability scanner since there aoaly few vulnerability

scanners for mobile applications that is available right Kawyvanis the Optimyth cloud solution
for the Certification, Management and Government of the quality and produativitye source
code of youbusiness critical application portfolioBhe group will use Android AD&nd Eclipse
Helios in applying the changes and fixes needed for the chosen mobile application.

Methodology
Vulnerability Scanner

Thegroup will use Kiuwar(https://www.kiuwan.comsince t is one of the most accessible
mobile application vulnerability scanner available right now.

The source code analgs done by Kiuwan are orientiedneasureanalyzeandverify the quality

of the codeof your applications portfolios, providing, immediately, essential resultseports of

the analyzed cod&iuwan analyzes more than a dozen technologies and provides the following
capabilities:

1 Source codestatic analysiseitherlocally d through a downloadable agéntor in the
cloudd uploading the code to Kiuwan site based on a set of own analyzers.

91 Procurenent of software quality metric® number of violations, amplexity, design,
volumetric

91 Detection ofduplicate code


https://www.kiuwan.com/

1 Procurement o$oftware quality indicatorsecessary for the governance and management
of the software applications portfoléd Risk asociated with the structural quality of the
code,Quality index Effort to target Technicaldebt.

Visualization, throughlilashboardsof the obtained results.

Suggestion of modificationd 'Action Pland that reduce code maintenance effort and
therefoe its TCO, with the option to export this plan to an issue tracking tool

Historical resultof the analysis.

Comparison of theesults with other applications.

Automaticreportsat executive and detailed level generation.

Grouping of applications iportfolios capability.

Categorizatiorof the applied rules and metrics.

Supports and management of recogniQeslity Modelsby the industry or elaborated by
customers.
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Implementation of Changes and Testing

The group will use Android ADTand Eclipse Helios in implementing and testing the changes
within the source code to fix the vulnerabilities found by Kuiwandroid Development Tools
(ADT) is a plugin for the EclipstDE that extends the capabilities of Eclipse to let you quickly set

up new Android projects, create an application Ul, add packages based on the Android Framework
API, debug your applications using the Android SDK tools, and even export signed (or
unsignedl .apkfiles in order to distribute your applicatioim addition to Eclipse's standard editor
features, ADT provides custom XML editors to help you create and edit Android manifests,
resources, menus, and layouts in a ftnased or graphical mode. Doualécking on an XML file

in Eclipse's package explorepens the appropriate XML edito¥ou can edit Androigspecific

XML files (such as a layout or manifest) in both a graphical mode and also an XML markup mode.
You can switch between these modes with the pair of tabs at the bottom of each custom XML
editor. In addition, some special file ggs that don't have custom editors, such as drawables,
animations, and color files offer editing enhancements such as XML tag completion.



Key Findings

Kiuwan Scanlfeforg

VIOLATED RULES DEFECTS VERY HIGH GLOBAL INDICATOR

55 483 8 26.45

Bl Groupbyrule «

Files Defects  Rule Q Y Priority b & Characteristic Y Language Effort
» 1 8 Inner classes should be ‘protected’ or ‘private’. Q = Security Java 64h 00
Avoid dangerous J2EE AP, use replacements from
: 4 7 security-focused libraries (like OWASP ESAPI) @ = sty Jed e
» 1 4 Close SQL resources when finishing using. o = Reliability Java 2h 00
» 1 4 Avoid casting primitive data types to lower precision (2] = Reliability Java 2h 00
» 1 1 Avoid unused local variables. o = Reliability Java 30m
3 4 7 Avoid Exception, RuntimeException o Throwable in ° = Reliability s 330
catch statements:
» 1 4 Initialize all local variables at the declaration statement. @ = Reliability Java 24m
» 1 2 Avoid unused private fields. Q = Reliability Java 12m
Avoid calling varString.eguals( literal’} or = /
g t 2 varString.equalsignoreCase( literal). ° 2 Reliablity Jav 06m
» 3 3 Define constants on the left side of comparisons. o = Reliability Java 18m
» 1 2 Use constructors than initialize all the fields inaclass. @ = Reliability Java 1h 00
First Vulnerability and Fix
Bl Groupbyrule ~
Files Defects  Rule QY Priority Y Characteristic Y Language Effort
v 1 8 Inner classes should be ‘protected’ or private’. @ = Security Java 64h 00
Avoid dangerous J2EE AP, use replacements from .
a 3
4 7 security-focused libraries (like OWASP ESAPI) ° B Secuity Java 42m
v 4 [Z] LTWMarketing/src/com/Itwmarketing/FinalActivity java
» 1 O] LTWMarketing/src/com/ltwmarketing/FaceActivity java
4 1 [Z] LTWMarketing/src/com/Itwmarketing/HairActivity java
> 1 [T] LTWMarketing/src/com/Itwmarketing/SkinActivity java
> 1. 4 Close SQL resources when finishing using. (2] = Reliability Java 2h 00
> 1 4 Avoid casting primitive data types to lower precision. @ = Reliability Java 2h 00
» 1 1 Avoid unused local variables. (2] = Reliability Java 30m
" 4 E Avoid Exception, RuntimeException o Throwable in ° = Reliabilty Java 3h30
catch statements.
» 1 4 Initialize all local variables at the declaration statement. @ = Reliability Java 24m
» 1 2 Avoid unused private fields. (2] = Reliability Java 12m



Description

Description

OWASP ESAPI Secure Coding Guidelines (ESAPI SCG) include a set of banned APIs in J2EE framew
recanmends replacing them by equivalent, more secure replacements. The list of "banned" APIs and tt
recommended replacementes in ESAPI are: BANOBistem.out.printin(), replace by Logger.*

Code

OPT.JAVA.SEC_JAVA.ESAPIBannedRall

Referene

https://www.owasp.org/index.php/ESAPI

*the description, code and reference of the vulnerability/violation was provided by Kiuwan
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} catch (Exception e

try {
FileInputStream fin = openFileInput ("filehair");
int c;
String templ="";
while( (c = fin.read()) !'= -1){

templ = templ + Character.toString((char)c);

try {
FileInputStream fin = openFileInput ("fileskin");
int c;
String tem
while( (¢ = fin.read()) != -1){
temp2 = temp2 + Character.toString((char)c);

}
e1.append (vemp2) ;

fin.close();

} catch (Exception e
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}jeateh (Exceprion ¢) {

Throwable £
String c = "error";
Log.e(c, ¢, f);

try {

}feateh (Exception e) {

FileInputStream fin = openFileInput ("filek

String templ="";
while( (c = fin.read()) != -1){
templ = templ + Character.toString((char)c);

e1.append (templ)

fin.close(

Throwable f = e;|
String ¢ = "error";
Log.e(c, ¢, f);

try {

FileInputStream fin = openFileInput("file

String temp2="":
while( (c = fin.read()) != -1){
temp2 = temp2 + Character.toString((char)c);
}
el.append(temp2);

Bl Console 23 5

Writable Smart Insert 60:29


https://www.owasp.org/index.php/ESAPI

SecondVulnerability and Fix

Bl Groupbyrule ~

Files Defects Rule Q Y Priority Y Characteristic Y Language Effort

» 1 8 Inner classes should be 'protected’ or ‘private (2] = Security Java 64h 00

v 4 7 (7] = Security Java 42m
4 1 4 Close SQL resources when finishing using (7] = Reliability Java 2h 00
> 1 4 Avoid casting primitive data types to lower precision 2] = Reliability Java 2h 00
1 1 Avoid unused local variables. 7] = Reliability Java 30m
4 1 :J LTWMarketing/src/com/ltwmarketing/MainActivityHome. java
24 SharedPreferences.Editor prefEditor = settings.edit();
v 4 7 (7] Reliability Java 3h 30
» 1 4 (2] Reliability Java 24m
» 1 2 (2] Reliability Java 12m
v 1 2 @ Reliability Java 06m
» 3 S Q = Reliability Java 18m
» 1 2 Q |= Reliability Java 1h 00
Description
Description | All variables must be used.
Code OPT.JAVA.CNU.EVNU
Reference | Optimyth (http://www.optimyth.com)
Benefits An unrused variable may indicates a logical defect in a method, in which case it should be rewrited to tg
account the wused variable. If the variable was left by accident when its use was erased, it would be be
delete it.

*the description, code and reference of the vulnerability/violation was provided by Kiuwan
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Third Vulnerability and Fix

Files Defects  Rule Q Y Priority Y Characteristic Y Llanguage Effort
’ 1 Inner classes should be ‘protected’ or private Q = Security Java 64h 00

’ - 7 @ = Secunity Java 42m
1 - Close SQL resources when finishing using. (7] = Reliability Java 2h 00

4 4 [Z] LTWMarketing/src/com/ltwmarketing/DBUtiL java Ven«nghi
’ 1 4 Avoid casting primitive data types to lower precision. @ = Reliability Java 2h 00
4 1 1 Avoid unused local variables 7] = Reliability Java 30m
= Avoid Exception, RuntimeException o Throwable in i 3 A
’ 4 7 h e (7] Reliability Java 3h 30
’ 1 4 7] Reliability Java 24m
’ 1 2 2] Reliability Java 12m
» 1 2 < Reliability Java 06m

varstring 0 Y
4 3 3 Define constants on the left side of comparisons 7] e Reliability Java 18m
’ 1 2 = Reliability Java 1h 00
» 1 1 (7] = Reliability Java 03m
Description

Description | Android Cursor in a locainethod must be explicity closed in the ‘finally' block. Non closing cursors explic
may result in a resource leakage condition. Rule demands to close the cursor in the same method whe
opened, in a finally block.

Code OPT.JAVA.ANDROID.SQLResources

Reference | ANDROID DESIGN PATTERNS http://www.androiddesignpatterns.com/2012/05/correctinagingyour-
sqlite-database.html

*the description, code and reference of the vulnerability/violation was provided by Kiuwan
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VIOLATED RULES DEFECTS VERY HIGH GLOBAL INDICATOR
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W Groupbyrule
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Files Defects  Rule Q Y Priority Y Characteristic 'Y Language Effort
’ 1 8 Inner classes should be ‘protected’ or ‘private’. (2] = Security Java 64n 00
» 1 4 Avoid casting primitive data types to lower precision. @ = Reliability Java 2h 00
. 4 5 Avoid Exception, RuntimeException o Throwable in ° = Reliabiity e 3130
catch statements.
Avoid calling varString.equals( literal’) or » e <
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